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KniouyeBble ocobeHHOCTU

Bbicokas ckopocTb nepepayun gaHHbIX

OaHHbin  kommyTaTop 10  Gigabit  Ethernet
ABNAETCS naeanbHbIM peLieHnem ans
MCMONb30BaHUS Ha  YypOBHe fAgpa  ceTen
NpeanpusaTUn Manoro U cpegHero 6usHeca (SMB)
WY HA YPOBHE arperaumm KoprnopaTUBHbIX CETEN.

Ucnonb3oBaHue B mopenu top-of-rack
(ToR)

Bnarogapsi Hannumio YeTbipex noptoB 25GBase-X
SFP28 paHHbIN KOMMYyTaTop ABMSETCSH MAEaNbHbIM
pelieHnemM ANna UCMoNb30BaHUA B KOHGUIrypaLmm
top-of-rack (ToR) cepeepHol pepmbi.

DyHKLUN YPOBHA 2+

MopaepXka  KOMMYTAaTOPOM  MapLipyTu3auum
mexay VLAN no3BonsieT CHU3UTb Harpysky Ha
ncrnosb3yemble B JIOKaNbHOM ceTun
MapLIpyTU3aTOPbI.

XapakTepucTuku

UHTepdeicobl

e 24 nopta 10GBase-T

e 4 nopTta 25GBase-X SFP28

o KOHCOMbHbIV NOPT € pa3bemom RJ-45

®dDyHKUMM 6e3onacHocTH

e Cnncku ynpaenenHusa goctyrnom (ACL)

e |P-MAC-Port Binding

e YrnpaBneHue focTyrom Ha ocHose Web-
nHtepdeiica/MAC-agpecos

e Port Security

e TMpepoTBpalleHne atak ARP Spoofing

Ypo6Hoe ynpaBneHue
e UHTepdenc komaHaHoW cTpoku CLI

PaclumpeHHbiii Ha6op GyHKLUIA
e Auto Surveillance VLAN

e Auto Voice VLAN

e Loopback Detection

e [InarHocTuka kabens

o CTaTMyeckas MaplipyTvsaums

e LLDP/LLDP-MED

TOK-121-24/4-M
HactpanBaembin L2+ kommyTaTop
¢ 24 noptamu 10GBase-T u

4 noptamu 25GBase-X SFP28

HacTpavBaembiit kommyTaTop TOK-121-24/4-M, ocHauweHHbIn 24
noptamu 10GBase-T n 4 noptamn 25GBase-X SFP28, ocyuwectensaet
KOMMyTaumto Tpadumka Ha ckopocTu o 25 Meut/c n npefHasHayeH
ans NCNoNb30BaHMs Ha YPOBHSX arperaumm/gocTtyna
KOPMOPaTUBHbIX CEeTEM WM Ha YPOBHE Afpa ceTen NpepnpusTui
Manoro u cpefHero 6usHeca (SMB). bnarogaps coyeTaHMO NMOPTOB
10GBase-T u noptoB SFP28 TOK-121-24/4-M npepocTaBnsieT
LIMPOKME BO3MOXHOCTU MOAK/IOYEHUS, yNpoLLas, Takum obpasom,
MHTErpauuto B CeTb. 3@ CHET BbICOKOM MPOU3BOAUTENIbHOCTU LAHHbIN
KOMMYTaTOpP MO3BOMISET UCMOMb30BaTh Takne ycyru, Kak obnayHble
CepBUChl, BUPTYanun3auusa, a Takxke NpuioXeHus server-to-server.

DKOHOMMSA d/IEKTPOIHEPrumn

TOK-121-24/4-M ocHalweH TemnepaTypHbIMU [JaTYMKaMuM U UHTeNNeKTyanbHbIMU
BEHTUNATOPAMU, KOTOPbIe CMOCOOHbI M3MEHATb CKOPOCTb BPALLEHWUS B 3aBUCUMOCTH
OT TemnepaTypbl, YTO MO3BOMAET 3KOHOMUTb 31EKTPO3IHEPINI0 N CHU3UTb YPOBEHb
wyma.

®DYHKUNMN YyPOBHA 2

TOK-121-24/4-M noppepXxuBaeT MosiHbii Habop yHKUMIA ypoBHSA 2, BKoYasa Port
Mirroring, Spanning Tree Protocol (STP) u Link Aggregation Control Protocol (LACP).
lloMMMO 3TOro, KOMMYTaToOp TMOAAEPXMBAET GYHKUMM [AMArHOCTUKM Kabens u
Loopback Detection, 4To no3BoNseT afAMUHUCTPATOPaM BbICTPO U NIEFKO HaXOAUTb U
yCTpaHaTb npobnembl B cetn. dyHkums Loopback Detection wcnonb3lyetcs ans
onpefeneHus netesb W aBTOMATUYECKOTrO OTK/IOYEHUS MOPTa, Ha KOTOPOM
obHapyxeHa netns. @DyHKUMS [OMArHOCTUKKM  Kabens npefgHasHadyeHa Ans
onpeneneHus TMNa HeNCNPaBHOCTM Kabens.



‘ T-KOM
o

POCATOM

Auto Surveillance VLAN nonocou
nponycKaHua

KommyTatop TOK-121-24/4-M nognepxusaeTt Auto Surveillance VLAN
(ASV) 1 Auto Voice VLAN u aBndetcs upeanbHbiM pelleHWem [Lns
pa3BepTbiBaHUs cuctem VolP 1 BugeoHabnogenus. Auto Surveillance
VLAN — 3T0 TexHosorus, Kotopas obecrneynBaeT BuaeoHabnoneHne n
nepedadvy [AaHHbIX Yepe3s OAMH KOMMyTaTop, COKpalias, Takum
obpa3som, pacxofbl, CBA3aHHbIe C NPUOBpPeTeHWEM LOMOSHUTENBHOMO
obopypoBaHus. ASV Takxe rapaHTUpyeT KayeCTBEHHbIi MPOCMOTP
BUAEO B peXuMe peanbHOro BpemeHu 1 ynpaeneHve 6es yuepba ans
rnepefaynm OObIYHBIX [aHHbIX CeTU. @DyHKUMS aBTOMAaTUYECKOro
onpepeneHns  MopknoyeHHoro obopygosaHus VolP  nossonseT
nomMeLlaTb «ronocoow» Tpaduk B BbigeneHHyio VLAN. Bnaropaps
MaKCUMManbHOMYy MNpUopuUTeTy © WHAMBMAYyanbHbIM VLAN, pOaHHas
dyHKUMA obecrneynBaeT KayeCTBEHHYIO U 3aluuLLeHHYo nepenady VolP-

Tpaduka. DSCP mapkupyeT Ethernet-nakeTbl, Ha3Hayas ceTeBOMY

M  ynpaeneHue

TOK-121-24/4-M
HacTtpauBaembiit L2+ KommyTaTop ¢ 24 nopTtamu
10GBase-T n 4 noptamu 25GBase-X SFP28

CeTeBas 6e30MacHOCTb

AyTeHTUdMKaumsa Ha ocHoBe nopTa 802.1X No3BonseT UCNONb30BaTh
BHewHu cepBep RADIUS pns aBTopv3aumu Mosb30BaTenen.
Momumo 3Toro, QyHKUMS CNUCKOB ynpaeneHust poctynom (ACL)
yBenuumMBaeT 6e3omacHoOCTb ceTH, OTOUILTPOBbIBaS  TpaduK,
NCXOAALWNNA oT HeCaHKLUMOHUPOBAHHbIX MAC/IP-agpecos.
KommyTaTopbl TOK-121-24/4-M Takxe noanepXuBaloT GyHKUMIO
npepoTepalleHns atak ARP Spoofing, 3awuuwatowyio ceTb oT aTak,
KOTOpble MOTYT MPUBECTU K M3MEHEHMIo TpadurKa UK ero 3afepxKe
M3-3a OTMPaBKM 3/10YMbILUNEHHUKOM JIOXHbIX ARP-coobueHnin. C
uenbto  npepoTspaleHns atak  ARP  Spoofing kommyTaTop
MCMonb3yeT CMWUCKW  YNpaBneHWs [JOCTYNoM Ans  GIOKMPOBKM
MaKeToB, cofepXalimx NIoxHble ARP-coobueHus. s noBbilleHns
YPOBHS ©e3omnacHocTM ucrnonb3yetcs  @yHkums DHCP - Server
Screening, 3anpeulalowas A[OCTyn HeaBTOpu3oBaHHbIM  DHCP-
cepsepam.

TpaduKy pasHble YpoBHU 06CNyxMBaHusA. B pe3ynbTaTe, ronocoson u
BuAeoTpadumK nonyyaeTt Goriee BbICOKUA MPUOPUTET MO CPABHEHUIO C
oCTafibHbIMK TUMaMu Tpadwuka. Kpome Toro, dyHKUMA yhnpaBneHus
Monoco MpPOMyckaHWs MO3BONAET CeTeBbIM  aAMMHUCTPATOpPam
3ape3epBMPOBaTb NONOCY MNPOMYCKAHUS 4SS PA3NIUYHbIX NMPUNOXEHWN,
TpebyloLWwmx BbICOKOM MPOMYCKHOM CNocobHOCTU, Un obecneunts UM
MaKCMManbHbIN MPUOPUTET.

TexHU4YecKue xapakTepucTukn

AnnapaTHoe obecneyeHune
Mpoueccop * ARM Cortex-A9 (1,25 Tu)
*  ARM Cortex-R5 (500 MI'w)

OnepaTnBHas NamATb * 256 Mb
Flash-namaTtb * 64 Mb
NHTepdericsl * 24 nopta 10GBase-T

* 4nopta 10/25GBase-X SFP28
KoHconbHbIM nopT ¢ pazbemom RJ-45

NHavkaTopsbl * Power
* FanError
* Console

*  Link/Activity/Speed (Ha nopT 10GBase-T n 25GBase-X SFP28)

KHonkn * KHonka Reset

CeTeBble Kabenu ons * Kar. 6 (makc. 30 m)

10GBase-T *  Kart. 6A unum kat. 7 (makc. 100 m)

Pazbem nuTaHus *  Pa3beMm ans NogkYeHns nuTaHns (nepemeHHbIi ToK)

CTaHZapTbl ¥ GyHKLMK * |EEE 802.3u 100Base-TX

* |IEEE 802.3ab 1000Base-T

* |EEE 802.3an 10GBase-T

* |IEEE 802.3ae 10GBase-X

* |IEEE 802.3by 25GBase-X

* |EEE 802.3az Energy Efficient Ethernet

*  ABToMmaTuyeckoe onpegeneHne MDI/MDIX gns 1000/10GBase-T
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TOK-121-24/4-M
HacTtpauBaembiit L2+ KommyTaTop ¢ 24 nopTtamu
10GBase-T n 4 noptamu 25GBase-X SFP28

I'Ipo M3BoANTENbHOCTb
KomMmyTaumoHHas maTpurua .

680 [eut/c

MeTon KoMmyTaLmm . Store-and-forward
Makc. ckopocTb ° 505,92 Mpps
nepeHanpaeneHus

64-6aliTHbIX MaKeToB

Pa3zmep Tabnuubl MAC- . 32 000 3anucen
appecoB

Bydep nakeTtos . 4 Mb
Jumbo-dpeiim . [o 12 288 6ant

MporpammHoe obecrneyeHune

DYHKUNW YPOBHS 2 * Tabnuua MAC-agpecos: go 32K 3anucei Spanning Tree Protoco
* Cratnyeckne MAC-agpeca N 802.1D STP
: 256 *  802.1TwRSTP
° IGMP Snooping * 802.1s MSTP
. IGMP v1/v2/v3 Snooping : Root Guard (Restriction)
* Mopnepxka fo 512 rpynn (AMHamMmMyeckmx u YnpasneHve NOTOKOM
cTaTM4eckunx (MaKkc. Kom-Bo CTaTUHECKMX: : 802.3x
128)) *  MpegoTtBpalleHue 6noknposok HOL
: IGMP Snooping Ha VLAN 3epkanvpoBaHve NopToB
: IGMP Snooping Fast Leave Ha ocHoBe nopTa *  One-to-One
: Report Suppression * Many-to-One
* MLD Snooping * Mopaepxka 3epKanmpoBaHna Ans exoaswero/
: MLD v1/v2 Snooping ncxodswero/Tpacduka B 060Mx HanpaBneHmsx
: Mopaepxka fo 256 rpynn (AMHaMUYECKUX 1 802.3ad Link Aggregation
CTaTMYecknx (Makc. Kon-Bo CTaTUYeCKumX: * Makc. 8 rpynn Ha ycTpoincTBo/8 NopToB Ha
128)) rpynny
* MLD Snooping Fast Leave Ha ocHoBe nopTa Loopback Detection
* LLDP
* LLDP-MED
VLAN * 802.1Q VLAN Auto Surveillance VLAN
° VLAN Ha ocHoBe nopToB Asymmetric VLAN
* Makc. VID: 4094 4K rpynn VLAN
* Voice VLAN
KauecTtBo 06CnyxmBaHus ° CoS Ha ocHoBe: 802.1p

(QosS)

* MNMopTa kommyTaTOpa
: Ouepepert npuopuTteTos 802.1p
: BHewHero VID
: DSCP
*  ToS
: Knacca IPv6-Tpaduka
*  Mopta TCP/UDP
: MAC-agpeca
: Ether Type
: IP-apgpeca
Tuna npoTtokona
: MeTku notoka IPv6/Knacca IPv6-Tpaduka

8 ouepepelt Ha NopT

ObpaboTka ouepenei

. Strict Priority Queue (SPQ)

. Weighted Round Robin (WRR)

YnpaBneHue nonocov NponyckaHus

. Ha ocHoBe nopTa (Bxoasuee/ncxopsulee, c
MWH. Wwarom 64 Kéut/c)

° [ins BbIXoAHOM ovepenm (C MUH. Wwarom 64
Kéut/c)

DyHKLMM YPOBHSA 3

NHTepdenc IP
*  Moppepxka 4 nHtepdencos IPv4/v6
ARP

384 cratnyeckme 3anucm ARP
MapLpyT no ymonyaHuto

IPv6 Neighbor Discovery (ND)
CTaTnyeckas MapLpyTusaums

* Makc. kon-Bo 3anucen IPv4: 128
* Makc. kon-Bo 3anucen IPv6: 64
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® T-KOM HactpanBaembiit L2+ kommyTaTop € 24 noptamm
POCATOM 10GBase-T v 4 nopramu 25GBase-X SFP28
Cnuncku ynpasneHuns : ACL Ha ocHoBe: : [o 1536 npaBwn gocTtyna Ans Bxoasuwero Tpaduka
poctynom (ACL) * IPv4-agpeca: IP-agpeca nctoyHmnka/ * [o 1024 npaBun gocTtyna ans ncxopsiiero Tpaduka
HasHayeHus, IP precedence/ToS, DSCP, Tuna : [o 1024 cnuckoB gocTyna

npoToKona
* MAC-agpeca: npuoputeta 802.1p, VLAN ID,

MAC-agpeca nctoyHmka/HasHayeHus, Ether

type
* IPv6-agpeca: IP-agpeca nctouHunka/

HasHa4veHus, DSCP, Tuna npotokona, Homepa

TCP/UDP-nopTa, knacca IPv6-Tpaduka,
MeTKM noTtoka IPve

BesonacHocTb 3alwmTa oT WMpPOKoBeLaTebHoro/ * Moppepxka SSH v2
MHOroagpecHoro/o4HoaApPecHoro WTopmMa * Moppepxka IPv4/IPvo
DHCP Server Screening SSL
IP-MAC-Port Binding (IMPB): ° Moppepxka TLS 1.0/1.1/1.2
° DHCP Snooping * Mogaepxka IPv4/IPvo
* DHCPv6 Guard MpepoTepallieHne atak ARP Spoofing
* IPv4/v6 Source Guard * Makc. konuyecTso 3anucen: 128
° MpoBepka naketos ARP MNpepoTBpaLeHme atak DoS
° IPv6 ND inspection Port Security
. IPv6 Route Advertisement (RA) Guard * o 64 MAC-agpecoB Ha nopT
CermeHTaums Tpaduka O6HapyxeHne Nnpobniem, CBA3aHHbIX C COBMaseHnem
SSH ceTeBbIX afpecoB
OAM [OuarHocTuka kabens
AAA AyteHTndurKaums 802.1X RADIUS-cepBep ¢ noamepxkor npotokona Pv4/IPv6
° OuHamunyeckoe HasHa4veHue VLAN Guest VLAN
* Mopaepxka nokanbHon 6a3bl/RADIUS- Trusted Host
cepeepa * Moaaepxka IPv4/v6
* YnpaBneHune OCTYNoOM Ha OCHOBE NMOPTOB * Trusted host gna Telnet, HTTP, HTTPS, SSH,
° YnpaBneHne [OCTYNOM Ha OCHOBE Y3/10B Ping
* Mopnepxka EAP, TLS, TTLS, PEAP
YnpaBneHuve Web-uHTepodeiic DHCP relay

NHTepdeic komaHaHom ctpoku (CLI)
Telnet-cepBep
TFTP-knuneHT

DHCP Auto-image
CHCTEMHBIN XypHan
BootP/DHCP-knueHT

HactpaunBaembin uttepderic MDI/MDIX SNTP

SNMP ICMP v6

° Moppepxka v1/v2c/v3 IPv4/v6 Dual Stack

SNMP Trap DHCP Auto Configuration

MacTep yctaHoBky Smart Wizard RMON v1/v2

LLDP Mopnepska Heckonbknx Bepcuin MO

LLDP-MED MopaepKa HECKONbKMX BePCUIA KOHbUIypaLmm
ICMP v4 DNS-knueHT

CraHnpapTbl MIB/RFC

RFC 783/1350 TFTP Client

RFC 951/1542/2131 BootP/DHCP Client
RFC 1213 MIB Il

RFC 1215 MIB Traps Convention

RFC 3612 Power-Ethernet MIB

RFC 3418 SNMPv2-MIB

RFC 2863 Interface Group MIB

RFC 3635 Ethernet-Like MIB

RFC 4293 IP-MIB

RFC 2819 RMON v1

RFC 4502 RMON2-MIB

RFC 4188 Bridge MIB

RFC 4363(6) P-Bridge-MIB

RFC 4363(7) Q-Bridge-MIB

RFC 4668 RADIUS Authentication Client MIB

RFC 4292 IP Forward MIB

RFC 4836 MAU MIB

RFC 4133 Entity MIB

RFC 4560(80) PING-MIB

RFC 4560(81) Traceroute-MIB

RFC 3411 SNMP-Framework-MIB

RFC 3414 SNMP-User-Based-MIB
RFC 3412 SNMP-MPD-MIB

RFC 3413(12) SNMP-Target-MIB

RFC 3413(13) SNMP-Notification-MIB
RFC 3415 SNMP-View-Based-ACM-MIB
RFC 3584 SNMP-Community-MIB
LLDP MIB

Zone Defense MIB
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® T-KOM HacTtpauBaembiit L2+ KommyTaTop ¢ 24 nopTtamu

POCATOM 10GBase-T 1 4 noptamu 25GBase-X SFP28

dusnyeckune napameTpbl
Pa3mepsl (4 x LU x B) . 441 x 209,5 x 44 MM

Bec * 3,07 kr

Ycnosus 3KcnayaTtaumm

MnTtaHue * OT 100 go 240 B nepemeHHoro Toka, 50/60 Iy
Makc. notpebnsemas . 90 BT (100B /60 I'y)
MOLLHOCTb . 87,3BT(240B /60 L)

MoTpebnsemasi MOWHOCTbB | * 33,3BT(100B /60 TWL)
pexunme oXuaaHus * 33BT(240B /60 W)

TennosblgeneHune . 87,4 BT (100 B)
*  85,2BT(240B)

MTBF (4acbl) : 572820

YpoBeHb Wwyma : Mpwv HU3KOWM CKOPOCTU BeHTUAsTOpa: 40 ob
Mpw BbICOKON CkOpOCTM BeHTUNATOpa: 51,9 ob

Cuctema BeHTUNSALMMU : 2 BeHTUNATOPa Smart

Temnepatypa : Pabouasn: ot -5 go 50 °C
* XpaHeHus: oT -20 go 70 °C

BnaxHocTb Mpw skcnnyataumm: ot 0% no 95% 6e3 KoHAeHcaTa

Mpwu xpaHeHun: ot 0% fo 95% 6e3 KoHAeHcaTa

KomnnekT noctaBku

: KommyTatop TOK-121-24/4-M

Kabenb nutaHus

N dukcaTop ans kabena nuTaHua

* KoHconbHbI Kabenb ¢ pazbemom RJ-45

4 pe3nHOBbIe HOXKMN

* 2 KpenexXHbIX KPOHLITEMHA AN1A YCTaHOBKM B 19-A10MMOBYIO CTONKY
: KomnnekT gnst MOHTaxa

KpaTkoe pyKoBOACTBO MO yCTaHOBKE

NHbopmauus ons 3akasa
Moodesnb OnucaHue

TOK-121-24/4-M HactpaunBaembiin L2+ kommyTaTop ¢ 24 noptamu 10GBase-T n 4 noptammn 25GBase-X SFP28
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TOK-121-24/4-M
HactpanBaembiit L2+ kommyTaTop € 24 noptamm
10GBase-T n 4 noptamu 25GBase-X SFP28

CoBMecTUMoe obopyaoBaHue

OM-431-10 TpaHcmBep SFP+ c 1 nopTom 10GBase-SR ans MHOromooBoro ontuyeckoro kabens (go 300 m)
OM-432-10 TpaHcmBep SFP+ c 1 nopTom 10GBase-LR gns ogHomopoBoro ontuyeckoro kabens (8o 10 km)
OM-433-10 TpaHcuBep SFP+ c 1 noptom 10GBase-ER gnsi ogHomonoBoro ontuyeckoro kabens (go 40 km)
OM-434-10 TpaHcmBep SFP+ c 1 nopTom 10GBase-ZR ansi ogHOMOZOBOro onTuyeckoro kabena (4o 80 km)

OM-436-10npa/40km

WDM TtpaHcuBep SFP+c 1 noptom 10GBase-LR (Tx:1330 Hm, Rx:1270 HM) A 04HOMOLOBOrO ONTUYECKOro Kabens
(0o 40 km)

OM-436-10npm/40km

WDM TpaHcuBep SFP+ c 1 noptom 10GBase-LR (Tx:1270 Hm, Rx:1330 HM) A5 0AHOMOLOBOMO ONTMYECKoro kabens
(mo 40 km)

OM-2801-25 TpaHcmBep SFP28 ¢ 1 nopTom 25GBase-SR A/ MHOroMOA0BOro ontuyeckoro kabens OM3 (go 70 m) / OM4
(mo 100 m)

OM-2810-25 TpaHcuBep SFP28 ¢ 1 nopTom 25GBase-LR ans ogHomopgoBoro ontuyeckoro kabens (o 10 km)

OM-K100 MaccuBHbIV kabenb 10GBase-X SFP+ anvHol 1 M Ana NpsiMoro nNoaknoYeHus

OM-K300 MaccueHbIv kKabenb 10GBase-X SFP+ onuHol 3 M 4na NPsAMoro NoaKMoYeHns

OM-K700 MaccuBHbIN kKabenb 10GBase-X SFP+ onvHon 7 M Ans NpsiMOro noakto4YeHns

O6HoBneHo 28.12.2022 Xapakmepucmuku mo2ym 6bimb UaMeHeHbl 6e3 yBeOOMIeHUs].




